
 

All is not quiet on the Eastern Front 
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There is trouble looming along the bordering 

countries with Russia. Well, that is to say there is 

more trouble to be expected. Eastern Ukraine has 

been in engaged in conflict with Russian-backed 

separatist forces since the annexation of Crimea in 

March 2014. The animosity between the two nations 

is higher than ever and there are some very real 

concerns in Kiev and among other Western nations, 

including the USA, UK and most European states, 

that the Kremlin may be looking to execute another 

plan to annex parts of the bordering nations. The 

question is, what will be the next Crimea, if there is to be one?  

There is still debate over what Russia’s plans are with Ukraine. The worst possible scenario that the West has come 

up with is a Russian invasion of Ukraine. Of course, Russia has denied all allegations of invasion, despite running 

military drills along the border with Ukraine as well as deploying heavy-armoured vehicles, electronic warfare systems 

and tens of thousands of troops along the shared border. 

The most likely scenario to occur is some sort of annexation of Ukrainian territory. Eastern Ukraine is the most likely 

target of annexation by Russia. The region is prime real estate for the Kremlin. Eastern Ukraine, which is known as 

the Donbass region, includes the oblasts of Donetsk, Luhansk and Kharkiv. An annexation of the Donbass region 

would be very similar to the annexation of Crimea and would serve the same goals, in terms of Russian foreign policy. 

The majority of ethnic Russians who live in Ukraine reside in the Donbass region, with Russian being the primary 

language in many areas of the region. Additionally, as there are many ethnic Russians living in the Donbass territory, 

Putin can make the same claim he did with the annexation of Crimea. Putin’s justification for another annexation 

would be for the benefit of the Russian citizens of the Donbass region, even though most of the Russian residents 

would prefer reintegration into Ukraine (according to two surveys in 2016 and 2019).  

This annexation would also serve the Kremlin’s main foreign policy objectives concerning the West. The first is 

preventing the encroachment of NATO and EU forces along Russia’s border and diminishing Russian hegemony in 

Eastern Europe. The main reason why Crimea happened was because Putin saw Ukraine fall to the pro-EU, pro-

NATO side and could not risk having that type of nation on his doorstep without having something to relieve the 

pressure, i.e., Crimea. The second, is simply to undermine the West’s (predominately the USA’s) influence. That has 

always been a priority for Russian foreign policy.  

 



 

  

 

However, Ukraine is not the only country that should be worried. Conceivably, the hysteria being created around the 

prospect of an invasion into Ukraine could be a distraction to conceal the real target of Russia. Estonia and Latvia 

are also impacted by the threat of Russian invasion or annexation.  

Estonia has had its fair share of problems with its neighbour for a number of years, but in the cyber realm. Estonia 

was a constant victim of Russian cyber-attacks, which targeted government institutions and departments, hospitals, 

and various businesses. However, because Estonia was attacked so much, they now have one of the best cyber 

defences in the world. So, seeing as it has become harder for Russia to perform cyber-attacks on Estonia, they may 

switch tactics and turn to more of a physical attack.  

Belarus does not need to worry. President Lukashenko has been backed by the Kremlin since the beginning of his 

presidency in 1994. ‘The Last Dictator in Europe’ has publicly stated that he will support Moscow in any circumstance, 

whether it be war or peace, however, Lukashenko was not subtle in the slightest on what he would prefer. It was 

reported that the Belarussian President “will do everything to make Ukraine ours. It is our Ukraine.” It is unclear what 

he meant by “ours” whether he was speaking for himself or for him and President Putin, either way Lukashenko is 

itching for Ukraine to become pro-Russian once more. 

Obviously, the rising tension in Eastern Europe is going to have an effect on business in the region and any type of 

war is bad for business. For Western firms in Russia, an invasion or elevated friction between Russia and the West, 

will most likely negatively affect firms that are operating in Russia. After the annexation of Crimea and the subsequent 

sanctions imposed on Russia, the Kremlin sued McDonald’s for allegedly violating the government’s safety codes, 

and even temporarily closed four stores over alleged “health violations.” Similarly, hours after sanctions were imposed 

on Russia, the authorities raided the Russian headquarters of Ikea. Businesses that operate in that part of the world 

should keep both eyes on the deteriorating situation as they will likely feel the fallout if there is to be physical conflict 

between Russia and the West. 

From the recent developments coming out from Kazakhstan, it seems that with or without invitation, the Kremlin is 

more than ready to provide the ‘support’ to other nations or in Ukraine’s potential case, support to Russian citizens 

in Ukraine. Russian intervention in Kazakhstan should be a wake-up call to the West as to how quickly Russia can 

mobilise its forces to intervene with a situation as well as to re-establish, to international observers as much as 

domestic ones, that Eastern Europe and Central Asia are very much Russia’s sphere of dominance. The “little green 

men” in Crimea was the first recent example of this capability and now Kazakhstan is another. President Biden’s 

“economic consequences” for Russia in light of an invasion, simply will not cut the mustard if Russia takes control of 

eastern Ukraine in (potentially and realistically) a matter of days. 

With regard to what will happen with Russia, no one can rule out a full-scale invasion and annexation of the Donbass 

region. Putin has ‘assured’ the West that Russia will not act unless ‘provoked’, what that means is the Kremlin does 

not want any more NATO and EU forces along their borders or an expansion of NATO and EU influence in the East.  

If this provocation does not occur then what we will most likely see is the continuation of tension between Russia, 

Ukraine, and the West. Russia will almost certainly build it up its forces along the border and continue to stage military 

drills.  

 



 

  

 

What we can expect to continue to happen is more Russian cyber-attacks against key areas of Ukrainian 

infrastructure to slowly de-stabilise the nation. All in all, what we can expect to see is more of the same to occur. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

KCS Group Europe - Strategic Intelligence & Corporate Security 
 
A leading provider of security and intelligence services, we operate discreetly in some of the world’s most difficult environments on complex 
cases of fraud, theft, corruption, or market dynamics. We gather intelligence through the discreet use of human sources to level the playing field 
and help our clients identify and deal with any risks, weaknesses and threats which could impact on their business, financially or reputationally.  
 
Our key areas of expertise include: 

Corporate Intelligence Services - New market or sector entry research - Know your customer screening 
 
In addition, through our specialist team at KCS IS, we offer a unique service in the areas of Cyber Security and Cyber Risk. This covers 
penetration testing, vulnerability assessments, intelligence gathering and cyber security audits - providing unparalleled analysis, contingency 
planning, and implementation. 
 
To find out more or to arrange a meeting to discuss your business needs, please email the team at info@kcsgroupeurope.com or               
call (00 44) 2072451191. 
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